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INTRODUCTION

Digital surgery represents a paradigm shift in surgical practice that inserts a
computer interface between the surgeon and patient, reshaping how surgical procedures
are performed, monitored, and assessed."’ Robotic surgical systems can enable minimally
invasive procedures with enhanced dexterity and control, while artificial intelligence
algorithms will be able to provide real-time analysis of surgical video feeds to identify
critical anatomy and potential complications.?® Similarly, augmented reality (AR) systems
can overlay digital information onto the surgical field, helping to guide instrument
placement and improve navigation accuracy.*® Additionally, machine learning (ML) models
can enable the analysis of large datasets of surgical outcomes to predict patient risk and

optimize treatment plans.”®

While these technologies have tremendous potential to transform surgical care,
they also introduce significant risks. Artificial Intelligence (Al) algorithms may provide
incorrect recommendations during critical procedures, AR systems may display inaccurate
visualizations that mislead surgeons, and robotic systems can malfunction during
operations. Machine learning models may exhibit bias against certain patient populations,
and autonomous surgical systems could make life-threatening errors without human

oversight.%

Al/ML, when incorporated into surgical and procedural technologies, carries distinct
risks because unlike diagnostic tools, they guide real-time, irreversible actions, where
there is no time to cross-check and correct incorrect recommendations. Additionally, they
often learn and adapt over time, integrate multiple hardware and software components,
process real-time data streams, and require the characterization of metrics for measuring

performance and safety.’? As these systems become more sophisticated, they will require



equally sophisticated regulatory approaches capable of ensuring thorough evaluation of
high-risk technologies while avoiding unnecessarily burdensome requirements for low-risk

tools.

In this paper, we characterize the unique regulatory challenges of digital surgery
technologies. Following this discussion, we provide guidance on general regulatory
principles specific to digital surgery technologies that enable safe implementation while

allowing for efficient, expedited delivery of these beneficial technologies to patients.
DIGITAL SURGERY REGULATORY CHALLENGES
Enhanced Instrumentation and Robotics

Enhanced surgical instruments and robotics represent a fundamental
transformation in medical technology. These technologies include powered staplers with
tissue compression sensing, advanced energy devices with impedance-based feedback,
and roboticized devices that integrate robotic technology into traditional surgical
instruments.” Until recently, surgical tools have been static instruments that simply extend
the surgeon's capabilities, but we now have access to intelligent systems equipped with
sensors, automation capabilities, and varying levels of autonomy.”® This evolution has
created unprecedented regulatory challenges, as current device classification systems
were designed for medical devices with fixed functionality rather than hybrid hardware-
software systems that integrate artificial intelligence technology.’ The United States Food
and Drug Administration (FDA) is moving towards addressing these challenges and recently
issued final guidance providing recommendations for predetermined change control plans

(PCCPs) tailored to Al-enabled devices. Yet, significant challenges persist.

The lack of clinically relevant and validated performance metrics represents a
critical regulatory gap for enhanced instrumentation. While various performance metrics
exist for these adaptive technologies, current regulatory frameworks often rely on technical
benchmarks that may not translate to meaningful clinical outcomes or patient safety
measures, making it difficult to assess real-world safety and efficacy consistently across

different devices and clinical applications. This challenge is compounded by evidence that



validation metrics in Al healthcare technology are often inadequately chosen and poorly
correlated with clinical outcomes, which can hinder the translation of these tools into
clinical practice.' Without metrics grounded in outcome data, regulators cannot
effectively measure device performance, compare competing technologies, or establish
meaningful safety thresholds for approval.”” Performance metrics must account for both
the mechanical components and the software algorithms that control the device’s actions,
requiring evaluation methodologies that can assess integrated systems in a sophisticated

manner.

While the FDA’s PCCP guidance for Al-enabled device software functions represents
an important step forward in addressing software modifications and the continuous
learning nature of these systems, there is still ambiguity to be addressed. When there is
collaboration between device manufacturers and software developers in creating these
hybrid systems, this leads to ambiguous liability scenarios that current regulations fail to
address, leaving unclear responsibilities for device performance, safety monitoring, and
adverse event reporting across the various stakeholders involved in these integrated

technologies.™ "
Advanced Visualization Technologies

Advanced visualization systems build upon the challenges of enhanced
instrumentation while introducing unique complexities around real-time image processing,
registration accuracy, human factors considerations, and cybersecurity."?>?* These
technologies include three-dimensional visualization, fluorescence-guided surgery, and AR
systems that provide real-time visual information overlaid on the surgical field.” Similarly to
enhanced instrumentations and robotics, the adaptive nature of these technologies
challenges traditional performance metrics. Visualization systems rely on real-time image
processing algorithms that must continuously adapt to changing surgical conditions,
varying patient anatomy, and different lighting environments. This creates uncertainty
about establishing appropriate safety thresholds for technologies whose output varies

based on contextual factors that cannot be fully predicted during pre-market testing.?®
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Registration accuracy represents one of the most critical performance metrics,
particularly for AR applications where virtual objects must align precisely with real
anatomy.?’ Registration failures can lead directly to surgical errors with potentially
catastrophic outcomes.? For example, in cardiac surgery, registration errors as small as
0.2 mmm with coronary vessels could damage critical structures, cause chamber
perforation, resultin incorrect device placement, and potentially lead to death. Current
regulatory frameworks lack standardized metrics for evaluating registration performance,
and this challenge is compounded by the absence of established quality metrics for

registration evaluation itself.

These systems also present unique challenges for clinical trial methodologies.
Unlike traditional devices evaluated with standardized protocols, visualization systems
must be assessed within their intended clinical environments where real-world factors,
such as a surgeon’s skill and or the real data source, significantly influence performance.?®
This necessitates evaluation methodologies extending beyond traditional randomized
controlled trials to include comprehensive implementation studies and real-world

evidence collection.®°

Human factors considerations present another regulatory gap, as advanced
visualization systems directly impact surgeon cognitive load, visual attention, and
decision-making processes.?"2%2431 Even minor side effects like fatigue, disorientation, or

visual obstruction could become dangerous during critical surgical moments.*?

Additionally, cybersecurity concerns arise from the networked infrastructure
required for image processing and data storage, resulting in potential exposures that could
compromise patient safety.® Current regulatory frameworks could be improved with
comprehensive cybersecurity standards specifically tailored to real-time surgical
visualization systems, where security breaches could have immediate and severe

consequences during active procedures.

Al/ML Data Analytics and Data Capture
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Aland ML systems integrated with comprehensive data analytics and capture
represent one of the most complex regulatory challenges in digital surgery. This
encompasses real-time surgical decision support algorithms, predictive analytics for
patient outcomes, automated surgical video analysis, and extensive perioperative data
collection platforms that capture everything from instrument kinematics to surgeon
performance metrics.’ In addition to some of the factors already discussed, Al/ML systems

pose multiple regulatory challenges.

A known reality of these models is performance drift. Unlike traditional devices
where performance degradation typically results from mechanical wear or component
failure, Al/ML systems experience performance drift when real-world data differs from
training data, when patient populations change, or when clinical workflows evolve.3*?’
Current regulatory frameworks lack adequate direction on mechanisms for detecting,

monitoring, and responding to such performance drift.

Again, the issue of meaningful metrics arises. It is unclear if developers should be
prioritizing algorithmic performance measures like sensitivity and specificity or clinical
performance indicators like surgical outcomes and patient safety, or more realistically, a
balance of both. The choice of evaluation metrics fundamentally affects how these
systems are assessed, approved, and monitored, yet a standardized approach for
determining which metrics are appropriate for different AI/ML applications in digital surgery
does not exist. This ambiguity may lead to approval of systems that perform well on

technical metrics but fail to improve clinical outcomes, compromising patient safety.

Algorithmic bias presents another important regulatory gap. AI/ML systems can
perpetuate or amplify existing healthcare disparities when training data lacks diversity or
when algorithms are optimized for majority populations.®®3° In surgical applications, this
could mean that decision support systems perform well for certain demographic groups
while providing suboptimal recommendations for others, potentially exacerbating existing

inequities in surgical care.
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Data capture and ownership issues also challenge traditional regulatory
frameworks. Digital surgery platforms can generate unprecedented amounts of data,
including surgical video recordings, instrument kinematics, audio recordings, and
comprehensive procedure documentation.” This data has immense value for quality
improvement, surgeon training, and algorithm development, but there are still many
questions related to data governance, ownership rights, privacy protection, and

appropriate use limitations.
GENERAL PRINCIPLES FOR REGULATING DIGITAL SURGERY
Existing Regulatory Landscape of Digital Surgery

Digital surgery and procedural technologies have unique risk considerations that
differ from other digital tools in medicine. Procedural technologies provide guidance for
irreversible actions, unlike diagnostic decision support systems where it is more feasible
that incorrect recommendations could be identified and corrected. For example, if a
surgeon had technology that incorrectly guides them to cut the bile duct or misidentifies
critical anatomy during a cardiac procedure, the consequences are immediate and, in
many cases, life-threatening. This procedural versus non-procedural distinction require
regulatory approaches more aligned with current medical device requirements than

traditional software evaluation, which is the path we are seeing.

The FDA currently regulates digital surgery technologies through 510(k) clearance
for substantially equivalent devices, De Novo classification for novel low-to-moderate risk
devices, and premarket approval (PMA) for high-risk devices.***' Current examples
demonstrate how different types of digital surgery technologies have navigated these
pathways successfully. For instance, navigation systems like Proprio's Paradigm Al Surgical
Guidance Platform and robotic systems like Moon Surgical's Maestro System with Al-
powered ScoPilot have received 510(k) clearance, demonstrating substantial equivalence
to existing technologies.*?** Meanwhile, novel robotic systems without clear predicates,
such as Virtual Incision's MIRA Surgical System for miniaturized robotic-assisted surgery

and CMR Surgical's Versius Surgical Robotic System, have successfully navigated the De



Novo pathway.**“°* The Premarket Approval (PMA) pathway remains reserved for the
highest-risk innovations, as exemplified by Perimeter Medical Imaging's B-Series OCT with
ImgAssist Al 2.0, which is currently under FDA review for real-time surgical margin
assessment during breast-conserving surgeries.*® Currently, PMA is rare for Al surgical

tools.

Given the specific regulatory challenges with digital surgery tools and technologies,
itis important to consider how these systems require different regulatory approaches than
traditional medical devices. While these FDA pathways provide a foundation, they
inadequately address some of the unique complexities specific to digital surgery and
procedural technologies. The America’s Al Action Plan, the FDA's Al/ML Software as a
Medical Device Action Plan, and PCCPs represent important steps forward, but we will
have to further tailor our regulatory guidance to ensure efficient and safe regulations of
these tools.*"#-49 Building on the FDA's existing framework, we propose a regulatory
structure that incorporates enhanced risk-based principles specifically designed for the
procedural context of digital surgery and to account for the fact that errors in these

applications can carry immediate and irreversible patient harm (Table 1).
Three Tier Risk Classification System
Low Risk Technologies

Low risk technologies include digital surgery technologies that pose minimal
potential for direct patient harm (Table 1). This includes training simulators, basic surgical
planning software without real-time guidance, and data analytics platforms for quality
improvement. Examples include Al-enabled imaging analysis tools such as Aidoc's
BriefCase, which screens CT scans for incidental findings, and Viz Vascular Suite, which
detects vascular pathologies to aid in workflow prioritization.®® These technologies should
undergo streamlined regulatory pathways that have reduced documentation requirements
but still should include mandatory post-market surveillance. The regulatory burden should
focus on basic safety validation, cybersecurity standards, and user interface design

factors.



Moderate Risk Technologies

Moderate risk technologies include real-time surgical guidance systems, advanced
visualization tools with decision support capabilities, and semi-autonomous instruments
that require human oversight (Table 1). Examples include Proprio's Paradigm platform,
which provides Al-guided visualization and real-time intraoperative measurements for
spine surgery, and Moon Surgical's Maestro System with ScoPilot, which enables Al-
powered laparoscope control during minimally invasive procedures.*>* These
technologies should require more comprehensive pre-market evaluation, including clinical
validation studies, human factors assessment, and algorithmic bias evaluation. There is a
need for continuous performance monitoring with predefined intervention thresholds, and
many of these technologies should include PCCPs. There should also be the requirement

of evidence of safe integration within existing surgical workflows.
High Risk Technologies

High risk technologies include autonomous or semi-autonomous surgical systems,
Al-guided critical anatomical navigation, and any technology that can independently
initiate irreversible actions (Table 1). Examples include novel robotic systems like the MIRA
Surgical System, which represents the first miniaturized robotic-assisted surgery device
cleared through De Novo for colectomy procedures, and CMR Surgical's Versius system for
robotic-assisted gallbladder removal.*** The highest-risk category includes systems like
Perimeter's B-Series OCT with ImgAssist Al 2.0, which provides real-time assessment of
surgical margins during breast cancer surgery and is currently under review via the PMA
pathway due to its novel application and direct impact on immediate surgical decision-
making.*® These require the most stringent level of regulation through either De Novo or
PMA pathways with comprehensive safety and risk mitigation protocols in addition to
rigorous randomized clinical trials. For these trials, there should also be hybrid
effectiveness-implementation designs as Al interventions’ effectiveness is often context-

specific, making implementation measures one in the same with effectiveness measures.*

Predetermined Change Control Plans
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A critical component of Al regulation that is relevant regardless of risk levels, are
PCCPs. PCCPs represent a proactive regulatory approach that addresses the adaptive
nature of Al-enabled devices by establishing pre-authorized pathways for modifications
that would otherwise require additional FDA submissions.' For companies developing
digital surgery technologies that incorporate continuous learning algorithms or anticipate
iterative improvements, PCCPs provide regulatory efficiency without compromising patient

safety oversight.

These plans must specify the Description of Modifications that can be made,
establish a detailed Modification Protocol with predefined acceptance criteria, and include
a comprehensive Impact Assessment that evaluates benefits and risks.'® Particularly for
moderate and high-risk digital surgery technologies, PCCPs enable manufacturers to
implement algorithm refinements, performance optimizations, and safety enhancements
in response to real-world data while maintaining continuous regulatory compliance.
Without well-designed PCCPs, the iterative nature of Al-enabled surgical technologies
could create significant regulatory bottlenecks that delay beneficial improvements from
reaching patients, particularly as these systems learn and adapt from clinical use and new

data points.
Performance Metrics and Measurement Standards

One of the most significant barriers to effective digital surgery regulation is having
standardized performance metrics that are clinically meaningful. Evaluation approaches
that prioritize inappropriately defined technical metrics like sensitivity and specificity over
clinical outcomes can lead to approval of systems that perform well algorithmically but
may fail to improve patient care. Furthermore, performance metrics frequently fail to
reflect what matters most in the specific clinical application, inadequately measuring
meaningful scientific progress and limiting practical translation of Al/ML techniques.'®>
Regulatory frameworks must balance evaluation criteria that assess both technical

performance and clinical impact.



Technical performance standards should include accuracy metrics specific to each
technology type, such as registration precision for AR systems, response time
requirements for real-time guidance systems, and failure detection capabilities for
autonomous components.®? These standards must be validated across diverse patient
populations and clinical environments to ensure generalizability and identify potential

algorithmic bias.%®

Clinical performance standards should demonstrate meaningfulimprovement in
surgical outcomes, workflow efficiency, or patient safety. This requires moving beyond
traditional randomized controlled trials to include pragmatic trial designs that capture real-
world implementation challenges, adaptive study protocols that account for learning
algorithm evolution, and long-term outcome tracking that extends beyond immediate

procedural success.3%%

Safety monitoring standards should establish continuous surveillance systems that
detect performance drift, monitor adverse events, and track user satisfaction.?® These
systems should include automated reporting mechanisms, standardized incident
classification systems, and clear escalation procedures when performance thresholds are

not met.>?
Role of Professional Societies and Collaborative Communities

Professional societies and collaborative communities could play a crucial role in
bridging the gap between technical performance metrics and clinically meaningful
evaluation standards. Manufacturers develop metrics to generate evidence for regulatory
submissions and the FDA then assesses the appropriateness and rigor of these metrics.
This can work well for technical performance standards, but for clinical performance
standards and safety monitoring requirements, professional societies such as the
American College of Surgeons (ACS) and the Society of American Gastrointestinal and
Endoscopic Surgeons (SAGES) could provide essential clinical expertise that ensures

evaluation metrics reflect real-world surgical priorities and patient safety concerns.
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These societies could go a step further to form collaborative communities. These
communities are forums where public and private sector members work together to
achieve common objectives and solve shared challenges related to medical device
development and regulation.®® Collaborative communities develop best practices and
strategies for challenges, generate and evaluate evidence for new approaches, and
implement solutions.*® They also may work to clarify ill-defined challenges or generate
consensus on the definition and scope of the challenge which can aid in tailoring
appropriate strategies to tackle those challenges.®® These communities would best be
convened by interested stakeholders. For digital surgery regulation, these communities
could bring together diverse stakeholders including surgeons, device manufacturers,
patients, healthcare system leaders, and potentially FDA representatives to collectively

determine and recommend appropriate performance metrics and evaluation standards.

The value of these professional societies and collaborative approaches lies in their
ability to identify what metrics matter most in real clinical scenarios. For example, consider
an Al-enabled device that detects melanoma.®® A device with 90% sensitivity and
specificity mightinitially sound inferior to one with 96% sensitivity but only 30% specificity.
However, clinical expertise becomes critical here because the device with the higher
sensitivity is actually preferable in this clinical scenario due to the fact that missing a
melanoma diagnosis can have devastating consequences, often including death. When
melanoma is caught while localized, the 5-year survival rate exceeds 99%, but if the cancer
spreads to distant parts of the body, the 5-year survival rate plummets to only 35%.%’
However, for detecting other skin lesions where the consequences of missing the diagnosis
are much less severe, specificity becomes more important because clinicians want to
balance unnecessary biopsies or treatments with identification. This example
demonstrates how clinical perspective shapes which performance metrics matter most for
patient safety and outcomes, balancing optimal metrics based on disease severity and

treatment implications.

While manufacturers may be able to demonstrate impressive technical

performance metrics for surgical technologies, surgical societies and collaborative



communities can ensure the evaluation criteria also capture the most critical clinical
aspects of procedures, such as confirming that an Al tool accurately identifies the critical
view of safety during cholecystectomy or properly recognizes high-risk anatomical
landmarks during complex procedures. When these communities can bring diverse
stakeholders together to provide recommendations and consensus on important clinical
endpoints, the regulatory process for these tools could be streamlined since the FDA

values meaningful stakeholder engagement in its assessments.
Evidence Requirements and Burden of Proof

The burden of proof for digital surgery technologies must reflect the irreversible
nature of surgical procedures and the potential for significant, immediate, and permanent
patient harm. This necessitates comprehensive evidence generation before market entry

and continued validation throughout the product lifecycle.

Pre-market evidence requirements should continue to be tiered based on risk
classification. Low-risk technologies can require basic safety validation and usability
testing, while high-risk systems necessitate extensive clinical trials with statistically
powered safety endpoints. The European CORE-MD consortium (Coordinating Research
and Evidence for Medical Devices) has developed a practical clinical risk score that
provides a structured approach to determining appropriate evidence requirements for Al-

enabled medical devices, which we could build on.?*”

This scoring system evaluates three key domains. First is a valid clinical association,
which considers how transparency and oversight can be achieved, and that there is a clear
and valid association of the technology with its targeted indication. Second is valid
technical performance, which considers the strength of validation and how rigorously the
technology has been tested. Third is clinical performance, which considers the use context
(i.e., disease type, condition, healthcare situation) and the function of the output (i.e.,

inform vs drive vs diagnose or treat).

Higher composite scores indicate devices that require extensive clinical

investigations before regulatory approval, while lower scores suggest devices could be



approved with less rigorous pre-market evaluation. This scoring system could be adapted
for digital surgery technologies in the United States to ensure that regulatory requirements
are proportionate to actual risk. Regardless of the risk tier, the evidence should
demonstrate not only that the technology performs as intended in controlled settings, but
that it integrates safely with existing surgical workflows, does not introduce increased
cognitive burdens for surgeons, and ultimately improves patient outcomes rather than

simply performs well with technical metrics.

Post-market evidence generation and additional data collection should also be
mandatory for all these technologies,*” with reporting requirements that scale with risk
level. Low-risk technologies should report basic usage patterns and adverse events, while
high-risk systems should require comprehensive real-world evidence collection including
detailed outcome tracking, performance monitoring, and comparative effectiveness
studies. Digital surgery technologies must prove their effectiveness not just in controlled
research environments, but they must prove effective in the context of their intended use.%®
This requires evidence collection across multiple institutions, diverse patient populations,

and varying levels of user expertise
Conclusions

Regulation of digital surgery must balance innovation with safety, recognizing that
both excessive and insufficient regulation can harm patients. Overly restrictive approaches
delay beneficial technologies and stifle innovation, while inadequate oversight allows
dangerous or ineffective systems to reach patients. The risk-stratified approach outlined
above provides a foundation for achieving this balance through evidence-based standards,
appropriate burden of proof requirements, and evaluation processes that address the

unique challenges of digital surgery technologies.
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Digital Surgery Regulatory Framework: Risk-Stratified Approach

Risk Category Technology Examples Regulatory Evidence Requirements Ongoing Monitoring
Pathway
LOW RISK: Minimal | e  Aidoc BriefCase: Al reads Streamlined 510(k) Pre-market: Reporting:

potential for direct

CT scans for incidental

. Predicated on

Usability testing (establish

Adverse event reporting

patient harm. findings relevant to surgical legally marketed minimal acceptable e  Userfeedback collection
Technologies that e  VizVascular Suite: Al device performance thresholds) Performance:
assistin planning, detection of vascular e  Basic safety e Basic cybersecurity e  Basic performance
analysis, or pathologies for workflow validation assessment metrics
workflow without prioritization e  Userinterface Clinical Evidence: e Annual performance
direct procedural e  Avicenna.Al CINA Chest: validation e  Useracceptance studies summaries
guidance. Automated detection of e  Expedited review

pulmonary embolism and timelines

aortic dissection on CT

angiography
MODERATE RISK: e  Proprio Paradigm: Al- De Novo or 510(k) Pre-market: Reporting:
Systems providing guided visualization and . Comprehensive | e Clinical studies (establish e Adverse event reporting
real-time guidance real-time intraoperative pre-market minimal number of e Quarterly performance
requiring human measurements for spine evaluation procedures done) reports
oversight. surgery e  (Clinical e Multi-site validation e Real-world data
Technologies that e  Moon Surgical Maestro validation e  Human factors validation collection
provide procedural System: Al-powered studies e  Performance across e Algorithm performance
assistance but ScoPilot for laparoscope e Human factors diverse population monitoring
maintain surgeon control during minimally assessment e  Cybersecurity assessment | Performance:
control. invasive procedures e Algorithmic bias | Clinical Evidence: e  Predefined intervention

e Navigation systems with evaluation e  Non-inferiority to thresholds to recall from
real-time guidance e  Workflow standard of care market
capabilities integration e Workflow integration e  Biasdetection
studies validation monitoring
e  Usercompetency
tracking

HIGH RISK: e  MIRA Surgical System: Premarket Approval Pre-market: Reporting:
Autonomous/semi- First miniaturized robotic- (PMA) or De Novo e  Multi-phase clinical trials e  Adverse event reporting
autonomous assisted surgery device for e  Extensive clinical (n= X # of procedures) (must be within X hours
systems or colectomy (De Novo) trials e  Safety and efficacy of critical incident)

technologies that
canindependently
initiate irreversible
actions. Novel
devices without
clear predicates.

Versius Surgical Robotic
System: Robotic-assisted
gallbladder removal (De
Novo)

Perimeter B-Series OCT

with ImgAssist Al 2.0: Real-

time surgical margin
assessment during breast
cancer surgery (PMA under
review)

e  Comprehensive
safety analysis
e Risk mitigation
protocols
e  Mandatory
training
programs

outcomes

Failure/error mode
analysis

Extensive cybersecurity
assessment

Long-term outcomes data

Clinical Evidence:

Superiority or non-
inferiority
Comprehensive safety
profile

Risk-benefit analysis

(section 5227- need to
look more)

Monthly performance
reports
Comprehensive
outcome tracking

Performance:

Continuous real-world
evidence

Mandatory registry
participation
Automatic shutdown
triggers

Key Regulatory
Principles

Performance Standards:
Standardized metrics for each technology type
Technical and clinical performance requirements
Real-world validation across diverse populations
Continuous monitoring with intervention thresholds

Safety Requirements:
Procedural risk assessment (irreversible actions)
Failure/error detection and automatic fallback systems
Comprehensive cybersecurity protection

Mandatory user training and competency verification




